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- TCP/IP

esearch by DARPA in early 1970s after
ARPANET

functions; transmitting data

ffic
by Robert E. Khan en

FC in December
t Cerf

etwork test in 1975 (Stanford - London), a
etwork test in 1977 (US, UK and Norway)

| d as standard for military computer
networking in 1982 by Department of Defense

Migration from ARPANET to TCP/IP on January 1st,
1983




layered Concept

= Four (five) layers
= Application

Application

= Transport
= Network

= Link

= (Physical)

Internet

= OSI Model has 7 layers



/sical Layer

Mo Jtion,
Topology and physical network design

= Hubs, repeaters, network adapters



Link Layer

ject (February 1980)

independant

a access control

er part of DLL, links to physical layer
. Ethe et uses CSMA /CD, Token ring use a token

= Error detection

= Correct errors in physical layer, ie. CRC
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= Each device has a hardware or MAC address
= Hthernet has 48 bit address (xx:xx:xx:Xx:XX:XX)



- ARP

ution Protocol (ARP)
IPv4 addresses (layer 3) to MAC

o Router can reply to broadcast

= ARP cache, arp -a



Network Layer

. o
ndependant of hardware
cross entire network

g and 0 0

am encapsulation

1ges are placed in datagrams (packets)
1500 bytes ( header, data)

agmentation and reassembly
= Based on MTU (Maximum Transmission Unit)

5 Error handling
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ddressing

signd to each device
28 bit number (IPv6)

tions

94.967.296 (232) ¢
ut 3.403x10% (21%8) co

n readable formats

16.254.1 (IPv4)

:db8:0:1234:0:567:8:1 (IPv6)

= Managed by Internet Assigned Numbers Authority

(IANA), delegated to five regional registrars
(AfriNIC, ARIN, APNIC, LACNIC and RIPE NCC)




Subnetting

etwork, host
= Subnet mask

lasstul network architecture (1981)

EVVLeading: Size of network? Size of rest | Number Addresses
bits  number bit field| bit field of networks per network

Class A | o 8 24 C128(2) | 16.777,.216 (22/0.0.0.0 127 255 255 255
Class B | 10 | 18 16 | 16384 (2") | 65536(2) (128000  191.255255265
Class C 110 | 24 B 2097152 (2%)| 256 (29) 1192000 223255 255256
Class D (multicast)) 1110 | notdefined | notdefined| notdefined | notdefined 224000  |239.255 255 255
ClassE (reserved) | 1111 | notdefined | notdefined notdefined | notdefined  240.0.0.0 | 255.256.266.265

@ Classless Inter-Domain Routing CIDR (1993)
= CIDR notation (/notation)

Class 'Start address End address




outing

switching

print

connect two or more logical networks

= Can have multiple interfaces, multiple physical types
= Can exchange information (RIP, OSPF, BGP)



|ICMP

ol Message Protocol (ICMP)

nternet Protocol suite

transfer data, but for

messages

MP packets have an 8 byte header

Type, code and checksum

‘ request/reply (0, 8), Destination unreachable (2
,3), Time Exceeded (11), Tracerout (30)...

1 Application layer tools that used ICMP

= Ping, traceroute




1sport Layer

sparent transfer of data

E Multiplexing (ports)
= Most well know protocol is TCP



B s

rol Protocol (TCP)

smissions, ordering, error-free, flow and
tion control

ed for many protocols
= DHCP, HTTP, SMTP, FTP, ...



Listen, SYN-SYN, SYN-ACK, ACK, FIN-WAIT-1/2, Close
Wait, Closing, Last-ACK, Time-Wait, Closed
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nsmission, unordered, checksum optional...

ed for broadcasting, multicasting, ...
= [PTV, IP Telephony, ...

igher throughput, lower latency



plication Layer

cess communication

le Mail Transfer Pr
ffice Protocol (POP3)

ansfer Protocol (FTP)

erminal (TELNET)

= Dynamic Host Configuration Protocol (DHCP)
= Domain Name System (DNS)

= Operate at well known ports




- NAT

ess Translation (NAT)

Os for address exhaustion
dress information

ace

work (often private)

, certain applications
(active), SIP, ...
bus solutions (NAT traversal, UPnP, ...)
= No end-to-end connectivity
o nitiate connections from outside



